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8 JUL 1965
MEMORANDUM FOR: Deputy Director for Intelligence o

"Review of Top Secret and Code Word
Procedures and Controls''

A

SUBJECT :. Implementation of the Task Force Study ' {
l
:

1. As will be noted, the Executive Director~-Comptroller S
approved eight of the nine recommendations in the attached study. ]
2. To implement the study, it is necessary that your
Directorate take action on Recommendations #1(c) and #9.

3. It is-anticipated that a progress report will be made
to the Executive Director-Comptroller on or about 1 June 1966
on the implementation of the study.

e R S .

STA

!

, ““Howard J. ,Ofborn i .
v ' Director of $ecurity !
Attachment:
As Stated

T |
Exclodad wem PRt
doeneraging :and
de;kgﬁimgn
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: *YL_,MORA NDUM FOR: Executive Direétor%‘)emptroﬂer ' |
-SUBEECT Lt Review of Top Secret and Code Wo rd N
o e ',Proceaure and Co“.,rols. ' B
! . X . ' ) , o [ . i NN
B
In compliance Wltn .\"cur oral reguest 1 am submitting - : , |
the report of the Commitiee on the review of Top SBecret and - ( '
Code Word Procedures and Controls. The recommendations 1 ‘
., contained héerein that are the responsm:& ity 0” "he Office of y
" Security are being or will be.put inte effect. S i P e A .
. ) v ' e T . Howard J., Biborn
P - ' I o "~ Director of r}::urity'
i Aftachmient:- .
P o As Stated . - .
[
: - /.’./" " ,
Y
/
: - N
: ‘L ; .
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CONCURRENCES:

47£7/?$”

é if‘

0 Dep‘ut%r Director for Support =, Date

RS Fizry O3
K Kw ‘Deputy Dlrector for .Lntelllgence . Date
O ;’ ‘;{‘ Ty )
B W _ ; =2 L
§1 Deputy Director for Plans | / & : Date ¢

\ .
ji 1 - )7”/L/f’65
L',’~fDepu‘cy Director for Science & Technology . Date
‘{,‘ /DD/S&T supports the recommendation of the CIA

SIGINT Officer, seen in paragraph 5 of his attached memorandum

that recommendatlon 7 be disapproved.

i
[

d ./..&«...(;fa—./ l

- The recommendations conta.lned in this report are approve 1y
fﬂ Wy 7 Mw %’?ﬂ;“ﬁlrﬂ«éﬁ.f
’ | élx-u,/%V;
L : Iiyman B. Kirkpatrick Date
- o Executive Director-Comptroller
" Distribution: . o
Orig. [ "~ "Kdse (for) return to D/Sec)

- DDS (1 w/h)
- DDI

DDP |
DDS&T
1-ER

2
1
1
1
1
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DD/SKT 1936-65

26 April 1965 e

MEMORANDUM FOR: Executive Director - Compiroller

SUEBJECT: . Review of Top Secret and Code Word Procédures
' ‘ and Controls o ’ B

- - ¢ !
1. The following cornments are submitted on those portions of TR ;
.the subject review ‘dealing with conclusions regarding the handling S .

‘and accountability of COMINT., L tote

_ 2. In Conclusion No. 7, the point is made that Ythere isan ™~ - - o
imbalance between the document control of non-Code Word Top . e P
Secret and COMINT Top Secret material, with the former having
raore stringent document controls for handling and destruction, !
'Recommendation No, 7 goes on to state that "Procedures and
controls for COMINT Top Secret documents (should) be brought
into conformity with thosé for non~Code Wozd Top Secret docu-
‘ments, or if operational eificiency and/or administrative ¢conomy ¢ .. ,
preclude such coniormance, the situation be‘recognized officially C i} _ .
. by top management and reflected in Agency regulations, " Lo i
.+ 2. The implication throughout this portion of the report is that T
handling of COMINT is based on administrative action within CILA, L .
. . rather than on agreed-upon regulations, It should be pointed that :
. CCMINT security practices stem from an-international agrecement
‘and from NSCID 6, DCID 6/3 represents community iraplementation
of both these docurnents, and Agency Regulation 120 in turn is CIA _ )
implementation of DCID 6/3. Cla handling of COMINT is consistent, S
with the rest of the U, S. intelligence community's practices, and .
‘in fact has 'top management'' recognition and regulatory control, -

4, With regard to the "operational efficiency and/or adrnin- )
istrative economy' aspect of CONMINT security, a study was con= -~ _ SR
ducted in January 1953 by the Agency Organization and Methods A RIS

_'Service which recommended that 'complete registry controls for . :

w0

L .. IR

] : H e o c e e . e R RIS TR . .
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all or any portion of that. COMINT within t’nevSpecial Center not be R
: 'institu‘te_d.‘ " ‘ : oL

- , 5. In view of the above, I recommend that you cu.sap-:rove :
x 3 . both Concluszo'l No. 7 and '{ecommendatlon No. Te " . :

1 ..; . . | ._ : | ) : _:t": _C.t[A._ SIGINT ‘O_ffi_cer’;_"ﬂ.», :

. '
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. tions described the problems identified by the results of the questionnaires.’

L
. . s \\—>>)

Loy

‘Report of the Committee on the Review of Top Secret and
' Code Word Procedures and Controls

MISSION

The Committee to survey the iprocédures and controls for the

: handling and accountability of Top Secret and Code Word material was: _

fqrmed as a result of an oral directive from the Executive Director-
Comptroller to the Director of Security. The need for the survey was

‘illustrated by-the case of a former employee who had made copies of . :
classified documents ‘and removed them from an Agency building for

personal use. The Office of Security furnished the Chairman and a

member was appointed from the Office of Executive Director—Comptroller;{
and from each of the Deputy Directorates: A list of Committee members.

‘and‘.'specialists who assisted the Committee will be found at Tab A, In

undertaking its study, the Committee ljmited its inquiries to internal CIA C
"controls and did not look into any of the features of the personnel security

Process. . i

METHODOLOGY

In conducting its survey the Committee concerned. itself with the

logging, receipting, transmission, distribution, reproduction and des'tru_c-?'
tion of Top Secret, SI, T-KH, B and RD materials, ‘Questionnaires were

prepared and forwarded to the control points within the Agency and results .
were then analyzed to determine the Principal problem areas. A sample. _
Guestionnaire is attached (Tab B). The Committee then heard presenta~-. . - .

—

tions from Agency specialists from each of the control offices, Chief, - .
Records Administration Staff, Deputy Chief,, Communications Security . ..
Staff and Chief, Security Staff of the Office of Logistics. These presenta-

The Committee then visited selected control points within the Agency
(NPIC; Special Clearance Center, DDI All Source Center and Cable-

- Secretariat), in order to obtain first hand knowledge of the procedures

and controls.

TR = - - O L
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CONCLUSIONS AND RECOMMENDA TIONS DR R

~

Conclusion #1:

_ The Committee found that throughout the Agency there is una.ut'h.fo_r—
ized reproduction of Top Secret and certain types of Code Word material -
which must be eliminated. . AU : o

Recommendation #1:

~

It is recommended that:
A . ) . . . - . \
i .+ . - -{(2) The Director of Security caution all Agency employees™ °
: R against the unauthorized and uncontrolled reproduction of Top .+
Secret or Code Word material. Such reminder should emphasize
that unauthorized reproduction weakens our security safeguards : o
and reflects seriously on fhe,;security consciousness of the . -i' - SR
individual. Cg : . g
(b) The Director.of Security request the Deputy Director’ - ' N
for Plans to have the ’I‘ec_hnicé.l Services Division conduct a ' :
.. feasibility study for controlling the reproduction of documents . -
" on éopying machines. The purpose would be to make unauthor~
ized reproduction impossible without defacing the reproduced. .
document or so marking it that it would be known on which =~
-machine it was reproduced, '

{c) The Director of Security request the Chief of each : o l
Agency component having a copying machine to control use of the :
~ machine to ensure that there is no unauthorized or uncontrolled

reproduction. o ' e

P

Conclusion #2; - " - ' o E e i

.~ The Committee found an awkward arrangement in the handling of
Top Secret and SI documents sent from one agency to another in that eac;"h o
- receiving agency puts an internal control number on the document and | .
that number is the one used as the internal reference number. When an ' N
inquiry is made from the originating agency the cross réferencing becomes s
~an involved process. Uniform numbering systems have been established - 3

T e e : e e e e e e A

- e :
v

Tt et ':: - .': Fea i e e e P : R . ;—_;‘_; '7;7.7L 1 ,‘h.-
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for T-KHand B as well as for 1nformat10n reports and have been found v . ;
to be workmg efficiently and economlcally -. S oo

"_Recommendatlon #2. ‘ o ‘ : : e L i

( , It.is recommended that:

T . {a) A uniform numbering system be established within the
intelligence community and that blocks of numbers be given to .-
each department ox agency originating Top Secret, RD and o
SI documents and the same number be used by the receiving = Vo .
department or agency - : o ' o

(b) The Chairman of the S"e'curity Committee of the United
States Intelligence Board be requested to use his Committee - ‘\/
" in coordination with CODIB asithe vehicle to devise a uniform i
numbering system and subm1t b.pproprlate recommendations to I ‘ o
USIB. . R _- S oot S

Conclusion #3: R AT ) )

The questionnaire and préséntatidns of the control officers revealed
' that control personnel and users of Top Secret-and Code Word material
T have not adhered strictly to existing regulations for the handling and control . .
b ~ of such material.  This has been caused in part by existing regulations not o
! .+ being sufficient, clear and current and in many instances lacking practicality. s

Recommendation #3: o L ‘ ol o i

It is recommended that:

(2) All Agency officers responsible.for the control of - )
'/ Code Word and Top Secret material review existing regula~ . - = .~
tions to make certain that they conform with present require- Lo P
¢ /7 ments and acceptable practlces 1nc1ud1ng those recommended
in this report. : < '

E (b) All Agency of.f:.cers responsible for the control of Code
. Word and Top Secret material initiate a remdoctrmatmn

Bl _ program for all control center personnel followed by a similar
' program for the users of Top Secret and Code Word material,
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The Committee found that there is a multiplicity of logging, docu-
~ ment receipt and courier Teceipt forms. Some of these forms have been
created to serve a special purpose and are deemedvnecessary. The Com-
‘mittee found that a form which serves a dual purpose for courier and
. document receipt would improve document control by setting up a chain 7
" responsibility from originator to recipient, = - S '

‘Recommendation #4.

- It is recommended that: - - . - - _ ! C ' :

_ ' The form should be of a distinctive color and be on NCR paper.

(b) - At the conclusion of a six month trial pei'iéd, if the use
f ' of this form proves successful within the Agency, the Director N
. B of Security bring it to the attention .of the Security Committee of ;
_ , ' - USIB for possible adoption by other agencies and departments
L V ‘of the intelligence community, . ' ‘ - '

follow-up procedures to ensure that/documents were actually received by
- the intended recipient. The time’ interval prior to certain follow-ups for.
IR ~ document receipts varies from one week to two months depending on the ' - o
i Agency control point. - : : ‘

The Committee found that throughout the Agency there are numerous

1

~

,—'-~.-«——-»vb«w—»*mﬁmn———.—-ﬁ;—.——-—-—*‘T-:;(,:_ﬁ:-}——», e TP
4

TO 1‘9-30R000600030‘029-0
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<

- Recommendation #5:
It is recommended that:

Each Agency contrbdl officer of Top Secret and Code Word-
material issue instructions that the maximum period of time
allowed to elapse prior to sending a follow-up for a document
Teceipt be set at two weeks plus elapsed courier time.

Conclusion #6: ' . . T : ;:

In review of the control procedures the Commiittee members found
considerable discrepancy in the methods ©of survey and accountability
procedures, : A ’ : ’

-

(2) The CIA Top Secret control Pprocedures do not require

' an annual inventory although some spot checks kave been made ‘ ,
. in the past and some areas have conducted inventories. o

(b) No annual inventory is required in the B System and no
inventory has been conducted although spct checks have been
made. - R ' :

(c) No annual inventory'is required of T-KH material. e
Within the T-KH system the TSO/CIA conducts surveys which e ’
include review of document control procedures by spot checking
to ensure that controls being applied are in accord with T , ‘ P
regulations. o N : -

P SV e e e

f >

v . (d) "In the COMINT System no inventory is required nor are _ R T

- documents accountable among components and personnel within e :
’ a special center although documents are accountable when movin _
from center to center or to components outside centers,. A record

is also kept of the components to '\x'/hichr the documents are originally =

. sent by the initial receipt point within the center. Documents are '

. circulated within a center ‘without a receipt and may be destroyed. |

o by the recipient without recording or destruction certificates, '

(e} No annual invéntory is éonducted of RD material received o
_ ‘ within CIA. Occasionally RD control officers of various compohents = !
¢ . . have been called upon to report the amount of RD material on hand. o

B S, T vf‘-t’:" RSN - e et e et et e o i e o e B R e U

vy okl . . U R

S LI - . R .
L A T . e
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.o (f) The Committee found that due to the volume and i:a.pid '
B movement of control documents a total J.nVentory would be o :
impracticable and unma.nageable . o DU

" Recommendation #6:

It i5 recommended that:

(a) The Top Secret Control Offlcer, the COMINT Securlty - ' S
- Officer, the TSO/CIA and BSO/CIA and the CIA Officer in = - Co
_ : -Charge of Restricted Data conduct surveys of the accountability '
‘ _ o procedures for Top Secret, COMIN'I’, Restrlcted Data, B and
v e 'I‘ KH documents. R ¢

(b) Such surveys should. include spot checks of controlled

material as well as the logglng, rece:.ptlng and destruction pro- i
cedures, '

(¢c) Advance knowledge of impending surveys would be
limited to the Chief of the component or area bemg surveyed

(d) Surveys will be conducted in a manner to ensure that AR

material is available or accounted for within the approved .

procedures. Such surveys shall be conducted at least a.n.nually S e

L unless unusual circumstances dictate the need for more S . L
D frequent inspections. '

.Conclusion #7:

.\_)_

C The Committee found that there is an imbalance between the document

[ control of non~Code Word Top Secret and COMINT Top Secret material '

3: with the former having more stringent document controls for handling and D
destruction. This inconsistency has beern based on the premise that the: - =~ .= . ;
volume of COMINT Top Secret in certain areas 'is so large that strict ap=: -
plication of the regular Top Secret controls would be time consuming, . , o
expensive and would impede eff1c1ency‘ of operations. However, no such . P
reasons appear to be recognized under EO 10501 (as revised by EO 10816 - R
and EO 10964), which states that heads. of agencies shall prescribe ac- - Lo

. countability procedures that are particularly severe on material classified. ’ b

" Top Secret, and Agency regulations do not provide for any exception. The.

Declassified in Part - Sanitized Copy Approved for Release 2012/10/18 - GIA-RDP10T01930R000600030029-0
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difference in the handling of Top Secret COMINT documents adversely

influences the handling of non-Code Word Top Secret documents and

' could account for the large number of the latter that have been missing -
. in phy51cal inventories. ,

Recommendation #70 7

It is recommended that: 1
Procedures and controls for COMINT Top Secret documents

be brought into conformity with those for non-Code Word Top

Secret documents, or if operational efficiency and/or admlnlstratlvev

economy preclude such conformance, the situation be recognized - '

officially by top management and reflected in ‘Agency regulations.

Conclusion #8:

The Committee realizes that there is a need for the expeditious
handling of non~Code Word Top Secret cables and a simultaneous need
to tighten controls of access to and dissemination of these cables, It
has been ascertained that the average monthly volume of CIA Top Secret -
_cables received in the Cable- Secretariat is 224 and of non-CIA Top Secret
cables is 117, The Comrmittee reallz.es that the use of a Top Secret cover -
sheet on the cables distributed to Agency components would delay to some *
.extent their expedltlous Pproces s:.ng :

~2

Recommendation #8:
It is recommended that:.

, ‘The format presently being used for Top Secret cables be
‘. revised to include a block for the initials of each individual who

reads the cable after it leaves the’ Cable Secretar:.at
/ .

Conclusion #9:.‘

A review of the results of questions on controls of release of Top : o
Secret and Code Word material to contractors disclosed a variance in o
. procedures. In some areas it was noted that there was no central point
 through which contractors were controlled when they'_vi'sited the Agency.’ ‘

Declassified in Part - Sanitized Copy Approved for Release 2012/10/18 : CIA-RDP10T01930R000600030029-0



Declassified in Part - Sanitized Copy Approved for Release 2012/10/18 : CIA-R“DP10T01930R000600030029-0
, f A ‘

v \

\_ -

. Gl . . -,Q.-.....‘.‘_.._ C e Qe
Shix . . . . g il . o L
ey " .

fo
4
5}
\X
o}
z
o]
x

S

. o H LA
Volawidilsy - .

-

. In é.dditio_n, the security clearances of the contractors w

ascertained and the need to know determined, In some i

.contractor personnel were not re
Top Secret documents,

ere not always
_ nstances . o _
quired to sign for having read or handled o U

Recommendation #9:

S s i " P
It is recommended that: L ' oo
(2) The Deputy Directors ensure that all project officers
responsible for external contracts so monitor them that ail
‘releases of Top Secret and Code Word information be made L
under the direction of the Project officer. Thé project officer .
should make certain; PR ' o '

\

(1) That the need to know pvriz‘iciple is followed. Lo o L L

(2) That discussions with contractor personnel
are conducted in an appropriate private area,

|
|
|
_ {3) That the contractor’s representative possesses. . o i
the proper security clearances. o ' o co T
. s . . |
- |

"
I
H

(4) That contractor personnel sign for all types
of Top Secret material that they have read or handled.

(b) The Deputy Directors caution all employees of the neces- - |
sity for them to go through the responsible project officer prior -

to releasing Top Secret and Code Word material to contractor
personnel, o ' ' '

B T G e e am e e e e e S

»
LN N

¢
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R.ecipients of Package. o - 7 "-,: S

(A1l Coumers, Courier Supervisors, Reglstrles, and
Others Receiving Packades)

1.  Examine package and note on back of receipt any material change , -
"~ in original condition of package- Whlch indicates possible unauthoriz'ed o .
disclosure of the contents. - ' o :

.2,  First recipient of package sign package portiow of receipt on CcOopy
' No. 6, the "hold back! copy, g1v1ng date and time received.

3. Other recipients of packace 51gn top package receipt (Nos. 2 through 5) _
a and leave copy wzth person from Whom package is recelved Ll S

. Recipient of Document

(Reglstry, Addressee or Other Person Authorized \ L
to Open Package) ' R -

.
. .

1. Verliy contents of package, checklng descr1pt1on of contents on Copy '
No. 1 or atta.ched list.,

2. Acknowledge receipt of document(s) by s1gmnor Copy No. 1, giving .. |
' date and time recelved \

1

v - PP .

3. Login document, showing Package and Docurnent Recelpt No, for
- reference in case of follow- -up.

4, Place unclassified, intra-Agency receipts in outgoing box for return. . - R
by courier to sender., Return inter- Agency‘ receipts to sender in : J R i
envelope. In unusual circumstances where sender has found it necessary - P
to classify the document receipt portion of the form or an attached ' '
listing of documents, return Copy No. 1 (and any accompanying list)
via appropriate ‘channels, using procedures prescribed for the
particular: materlal. :

| S .
A[ T T

R O o -- e s e T

’ ,-*' LR Lo . . ‘; ‘vv /‘
A . R R ﬁg C"
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' USE mmmm:n o - ) :
! RBALLPOI[FL PENONHARD SURTACE Arfrcx'meﬁq 7 /’L ‘CA dQ/""*)"( §/2%
T DATE RECETPT T ——— P A
| PACKAGE AND Docmmrr RDCI]IPT . S HO. ; &Bscmm'xom oF mcu»mwr(s) : A
i 5 - ) R . . . .. . ] n ‘ B "' A
f j : ' R o CHES T ERTTON ] DOGTHE —
! }’,fmrprn — - - e C.“‘W NO‘._ R
| §§§ . . R : - - COPY NUMESRS | DOCUHENT DATE
g ,_ ETVED T ' S
! (TveE oF PACKA o e W GOOD COX lDl’I‘IO\T OR AS NOTED ou OTHER } GHORT TITLE AND ATPACHVENTS TF APPED N
E _ 4 . N PRINTE [(IPREI‘ERABLY UNCLASSIFIED, ng’r' -
T TR o — . SE APPROPRIATE CHANNEL: '
i/:-] SEAL“D ENVELOPE . Sl DATE R »PRQCEDURES TOR RETURN OF RECLI;T/)\ND :
s SEALED. PARCEL, ;
[T . LOCKED BAG
 OTHER (DE S N
;Zj ( SCRIEL) ' _ : SRR B ]
¢XECTPIERT OF PACKAGE: STOV AJOVE} CIVE Cor — U o MTAC}ED st i E0E TEORTPY NO R
e ZCETVING PACKAGE, - LVE COPY 0" PERSON FRON ViIoN STEATORE (ACKOVIENETNG AT
RECIPIEHT OF DOCUMENT: S : : RECPIPT P DATE S
| TS The pAcn oo e IGH AND RETUR 10 srmm THE, RECE TP L. fOF koo POORMENL(S) A O
r""
|
-l

.

—— . [ ' \
Declassified in Part - Sanitized Copy Approved for Release 2012/10/18 : CIA-RDP10T01930R000600030029-0



